
 

Data Privacy and Confidentiality 
  
***The most common violation of the Data Privacy Act is the unlawful disclosure of information. ***  
  
The Data Privacy Act covers information as it relates to employee regulations classified as public data, private 
data and confidential data.  These categories regulate who can obtain specific detailed information about an 
employee or student.  
  
Within the Data Privacy Act are requirements that all personnel must follow regarding disseminating information 
about students and their rights.  All student information – anything you know about a student because you are 
an employee of District #317, Invest Early, or IASC – must be kept confidential!  
  
* Discuss students ONLY in privacy and with staff directly involved in the student’s educational program.  

* Discuss students ONLY if educationally the staff person working with the student has a  

* “NEED TO KNOW”.  

* Discuss students ONLY in PRIVACY.  

* Parents’ right to information is limited to their child ONLY.  

* A signed release is MANDATORY to share information with any outside agency.  
 
In other words, do not talk about a student in the lounge to a group of listeners, do not show classroom 
records of all your students to a parent or give information about another student’s behavior and do not talk to 
a parent or “NEED TO KNOW” employee about a student where others can overhear you.  
  
Remember, as an employee you are required to keep all student data and information confidential.  You are 
allowed to share information pertinent to “educational issues” with only those employees working directly with 
that student.  It is both professional and ethical to follow these guidelines.  
  
Consequences for Breach of Privacy:  
  
✓ The employee is guilty of a misdemeanor and is subject to criminal prosecution.  

✓ A violation is automatically just cause for discipline of the employee.  

✓ The complainant may recover significant damages plus costs and attorney’s fees.  
 
It is critical to recognize the importance of following the Data privacy Act.  If a complaint is reported to the 
school district regarding a “breach of confidentiality”, a formal investigation will be completed.  All employees 
are allowed a union representative throughout this process.  Disciplinary action will be determined for each case 
under the advisement of our district attorney.  
  
If you have questions about Data Privacy & Confidentiality, please call Ashley Evans at 218-246-2420 x 60208 
at any time.  
  
As employees of District 317, Invest Early and/or IASC, we need to create a positive school environment and 
protect our students’ rights.  Set a good example and let people know that information is “confidential” and you 
are not able to share it.  Your “professional” credibility will grow tremendously, and you will be respected for it!  
  
Current employees will be provided with this information annually.  New employees will receive a handbook 
detailing this information.  


